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Preface

This manual describes the fundamental features and behaviors of Documentum Content Server. It
provides an overview of the server and then discusses the basic features of the server in detail.

Intended audience

This manual is written for system and repository administrators, application programmers, and any
other user who wishes to obtain a basic understanding of the services and behavior of Documentum
Content Server. The manual assumes the reader has an understanding of relational databases,
object-oriented programming, and SQL (Structured Query Language).

Conventions

This manual uses the following conventions in the syntax descriptions and examples.

Syntax conventions

Convention Identifies

italics A variable for which you must provide a value

[ ] square brackets An optional argument that can be included only once

{ } curly braces An optional argument that can be included multiple times
| vertical line A choice between two or more options
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Revision history

The following changes have been made to this document.

Revision history

Revision date Description

April 2011 Initial publication for Release 6.7
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Chapter 1

Overview

This chapter provides an introduction to content management and the features of Content Server.

Managed content

Content, in a broad sense, is information stored as computer data files. It can include word
processing, spreadsheet, graphics, video and audio files.

Unmanaged
Content

Most content is stored locally on personal computers, organized arbitrarily, and only available to a
single user. This means that valuable data is subject to loss, and projects are subject to delay when
people cannot get the information they need.

The best way to protect these important assets is to move them to a centralized content management
system.

Elements of the content management system

Documentum Content Server manages content in a repository. The repository has three primary
elements: a Content Server, a relational database, and a place to store files.
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Metadata
(Relational
Database)

Stored Content

ip}'—"
Content Server

Documentum Repository

Everything in a repository is stored as an object. The content file associated with an object is typically
stored in a file system. An object has associated metadata (for example, a file name, storage location,
creation date, and much more). The metadata for each object is stored as a record in a relational
database.

Chapter 4, The Data Model, provides a detailed description of the repository data model.

A data dictionary describes each of the object types in the Documentum system. You can create
custom applications that query this information to automate processes and enforce business rules.
The data dictionary, page 64, gives more detail on what information is available and how it might
be used in your Documentum implementation.

Content Server provides the connection to the outside world. When content is added to the repository,
Content Server parses the object metadata, automatically generates additional information about the
object, and puts a copy of the content file into the file store. Once stored as an object in the repository,
there are many ways that users can access and interact with the content.

Check out / check in

Content in the repository can be checked out, making it available for edit by one user while
preventing other users from making changes. When the edits are complete, the user checks the
content back in to the repository. The changes are then visible to other users, who can check out
and update the content as needed.

Concurrent access control, page 123, provides more detail on access control features of Content Server.
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Versioning

Content Server maintains information about each version of a content object as it is checked out and
checked in to the repository. At any time, users can access earlier versions of the content object to
retrieve sections that have been removed or branch to create a new content object.

Versioning, page 116, describes how versions are handled by Content Server.

Virtual documents

Virtual documents are a way to link individual content objects into one larger document.

A content object can belong to multiple virtual documents. When you change the individual content
object, the change appears in every virtual document that contains that object.

You can assemble and publish all or part of a virtual document. You can integrate the assembly and
publishing services with popular commercial applications such as Arbortext Editor. Assembly can be
controlled dynamically with business rules and data stored in the repository.

Chapter 8, Virtual Documents, provides a detailed description of virtual documents.

Full text indexing

Content Server supports the Documentum xPlore index server, which provides comprehensive
indexing and search capabilities. By default, all property values and indexable content are indexed,
allowing users to search for documents or other objects. The Documentum xPlore documentation set
describes installation, administration, and customization of the xPlore indexing server.

Security

Documentum Content Server provides security features to control access and automate accountability.

Repository security

Content in the repository is protected on two levels:

* At the repository level

Content Server supports several authentication methods. When users attempt to connect to the
Content Server, the system validates their credentials. If invalid, the connection is not allowed.

Content Server also provides five levels of user privilege, three extended user privileges, folder
security, privileged roles, and basic support for client-application roles and application-controlled
objects.

* At the object level
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Content Server uses a security model based on Access Control Lists (ACLs) to protect repository
objects.

In the ACL model, every content object has an associated ACL. The entries in the ACL define
object-level permissions that apply to the object. Object-level permissions are granted to
individual users and to groups. The permissions control which users and groups can access
the object, and what operations they can perform. There are seven levels of base object-level
permissions and five extended object-level permissions

Chapter 6, Security Services, provides information on all security options. The Documentum Content
Server Administration and Configuration Guide provides information on user administration and
working with ACLs.

Accountability

Content Server provides auditing and tracing facilities. Auditing keeps track of specified operations
and stores a record for each in the repository. Tracing provides a record that you can use to
troubleshoot problems when they occur.

Content Server also supports electronic signatures. In custom applications, you can require users
to sign off on a document before passing the document to the next activity in a workflow, or before
moving the document forward in its lifecycle. Sign-off information is stored in the repository.

The Documentum Content Server Administration and Configuration Guide provides information on
auditing and tracing facilities.

Process management features

The process management features of Content Server enforce business rules and policies when
users create and manipulate content. The primary process management features of Content Server
are workflows and lifecycles.

Workflows

The Content Server workflow model lets you develop process and event-oriented applications for
content management. The model supports both automatic and ad hoc workflows.

You can define workflows for individual documents, folders containing a group of documents, and
virtual documents. A workflow definition can include simple or complex task sequences, including
sequences with dependencies. Workflow and event notifications are automatically issued through
standard electronic mail systems, while content remains under secure server control. Workflow
definitions are stored in the repository, allowing you to start multiple workflows based on one
workflow definition.

Workflows are created and managed using Documentum Workflow Manager or Process Builder.
Workflow Manager is the standard interface for creating and managing workflows. Process Builder is
a separately licensed product that provides additional, sophisticated workflow features.
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Chapter 9, Workflows, describes basic workflow functionality and introduces the additional features
provided by Process Builder. The Documentum Process Builder User Guide describes Documentum
Process Builder features in detail and describes how to use Process Builder. The Documentum Content
Server System Object Reference describes the object types that support workflows.

Lifecycles

Many documents within an enterprise have a recognizable lifecycle. A document is created, often

through a defined process of authoring and review, and then is used and ultimately superseded or
discarded.

Content Server life cycle management services let you automate the stages of document life. The
stages in a lifecycle are defined in a policy object stored in the repository. For each stage, you can
define prerequisites to be met and actions to be performed before an object can move into that
particular stage.

Chapter 10, Lifecycles, describes how lifecycles are implemented. The Documentum Content Server
System Object Reference describes the object types that support lifecycles.

Distributed services

A Documentum system installation can have multiple repositories. Content Server provides built-in,
automatic support for a variety of configurations. The Documentum Content Server Distributed
Configuration Guide provides a complete description of the features supporting distributed services.

Additional options

The features described in this section provide extended and enhanced functionality, and can be
licensed for an additional fee.

Trusted Content Services

Trusted Content Services (TCS) add enhanced security features to Content Server. The features
supported by this license are:

¢ Digital shredding of content files
* Strong electronic signatures
* Ability to encrypt content in file store storage areas

¢ Ability to create more complex access rules and restrictions in ACLs
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The following sections contain more detailed information on TCS:
¢ Trusted Content Services security features, page 83

* Encrypted file store storage areas, page 106

¢ Digital shredding, page 107

* Signature requirement support, page 97

* ACLs, page 94

The Documentum Content Server Administration and Configuration Guide describes ACLs and how
to add, modify, and remove entries.

Content Services for EMC Centera

The Content Services for EMC Centera (CSEC) add-on provides support for Centera storage hosts. If
you install Content Server with a CSEC license, you can use content-addressed storage areas, the
repository representation of a Centera storage host. These storage areas are particularly useful if the
repository is storing large amounts of relatively static data that must be kept for a specified interval.
CSEC provides content storage with guaranteed retention and immutability.

Note: It is possible to apply retention to content without a CSEC license if you have installed Content
Server with a Retention Policy Services license. A CSEC license is required only if you also want to
store the content in a content-addressed storage area.

Document retention and deletion, page 125, and Setting content properties and metadata for
content-addressed storage, page 131, provide more information on CSEC. The Documentum Content
Server Administration and Configuration Guide includes information on content-addressed storage areas.

Content Storage Services

The Content Storage Services (CSS) add-on allows you to create and use content storage and
migration policies. These policies automate the assignment of content to storage areas, eliminating
manual, error-prone processes and ensuring compliance with company policy with regard to content
storage. Storage polices also automate the movement of content from one storage area to another,
thereby enabling policy-based information lifecycle management.

The CSS license also enables the content compression and content duplication checking and
prevention features. Content compression is an optional configuration choice for file store and
content-addressed storage areas. Content duplication checking and compression is an optional
configuration choice for file store storage areas.

The Documentum Content Server Administration and Configuration Guide contains more information
on Content Storage Services.
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XML Store and XQuery

The Documentum XML Store add-on is a highly scalable, native XML repository for Content Server.
XML Store adds standards-based XQuery to the XML capabilities of Content Server. A native XML
content store or repository stores persistent XML content "as-is," without mapping the XML to
database rows and columns. The XML structure is preserved, allowing users to query content at any
level of detail (for example, individual elements, attributes, content objects, or metadata attributes),
even on very large information sets. As a native XML repository, XML Store provides performance
advantages over relational databases and file systems through specialized XML indexing methods,
caching, and architecture optimized for XML.

The Documentum XML Store Installation and Administration Guide contains more information about
XML Store and XQuery.

EMC Documentum products requiring
activation on Content Server

The products described in this section are sold separately, with separate installers. They require
a license to be entered when installing Content Server to activate Content Server support for the
product.

Retention Policy Services

This add-on requires that you install the Retention Policy Services Documentum Archive (DAR) file (
aDAR file is the executable, binary version of a Documentum Composer project). DAR files are
typically used to distribute applications.

Retention Policy Services (RPS) automates the retention and disposition of content in compliance
with regulations, legal requirements, and best practice guidelines.

The product allows you to manage a content retention in the repository through a retention policy:
a defined set of phases, with a formal disposition phase at the end. You access RPS through
Documentum Administrator.

RPS policies are created and managed using Retention Policy Services Administrator, an
administration tool that is similar to, but separate from, Documentum Administrator.

Document retention and deletion, page 125, describes the various ways to implement document
retention, including retention policies, and how those policies affect behaviors. Virtual documents
and retention policies, page 152, describes how applying a retention policy to a virtual document
affects that document. The Documentum Retention Policy Services Administrator User Guide contains
complete information about using Retention Policy Services Administrator.
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Documentum Collaborative Services

EMC Documentum Collaborative Services allow teams to securely work with content as a group
from any Documentum Web Development Kit based client. Collaborative Services support a wide
range of collaborative features, such as:

* Rooms: secure areas within a repository with a defined membership. Rooms provide a secure
virtual workplace, allowing members to restrict access to content in the room to the room
membership.

* Discussions: online comment threads that enable informal or spontaneous collaboration.

* Contextual folders: folders that allow users to add descriptions and discussions. Users capture
and express the business-oriented context of a folder hierarchy.

* Notes: simple documents that have built-in discussions and can contain rich text content. Using
notes avoids the overhead of running a separate application for text-based collaboration.

The EMC Documentum Webtop documentation contains additional information about Documentum
Collaborative Services.

Internationalization

Internationalization refers to the ability of Content Server to handle communications and data
transfer between itself and various client applications independent of the character encoding they use.

Content Server runs internally with the UTF-8 encoding of Unicode. The Unicode standard provides
a unique number to identify every letter, number, symbol, and character in every language.

Content Server uses Unicode to:

¢ Store metadata using non-English characters
¢ Store metadata in multiple languages
* Manage multilingual web and enterprise content

The Unicode Consortium web site at http://www.unicode.org/ has more information about Unicode,
UTF-8, and national character sets. Appendix B, Internationalization Summary, contains a summary
of Content Server internationalization requirements.

Communicating with Content Server

The Documentum system provides a full suite of products to give users access to Content Server.

Applications

The Documentum system provides web-based and desktop client applications.
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You can also write your own custom applications. Content Server supports all the Documentum
Application Programming Interfaces (APIs). The primary API is the Documentum Foundation
Classes (DFC). This API is a set of Java classes and interfaces that provides full access to Content
Server features. Applications written in Java, Visual Basic (through OLE COM), C++ (through OLE
COM), and Docbasic can use the DFC. (Docbasic is the proprietary programming language Content
Server uses.)

For ease of development, the Documentum system provides a web-based and a desktop development
environment. You can develop custom applications and deploy them on the web or desktop. You can
also customize components of the Documentum client applications.

Interactive utilities

Documentum Administrator is a web-based tool that lets you perform administrative tasks for
a single installation or distributed enterprise from one location.

The IDQL interactive utility in Documentum Administrator lets you execute DQL statements directly.
The utility is primarily useful as a testing arena for statements that you want to add to an application.
It is also useful when you want to execute a quick ad hoc query against the repository.

The Documentum Content Server Administration and Configuration Guide contains more information
about Documentum Administrator and IDQL.
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Chapter 2

Session and Transaction Management

This chapter includes the following topics:

* Session Overview, page 27

¢ Session Implementation in DFC, page 28
¢ Concurrent sessions, page 30

¢ Inactive repository sessions, page 31

* Restricted sessions, page 31

¢ Connection brokers, page 31

* Native and secure connections, page 32

¢ Connection pooling, page 33

* Login tickets, page 33

* Application access control tokens, page 36
¢ Trusting and trusted repositories, page 39

¢ Transaction management, page 39

Session Overview

A session is a client connection to a repository. Repository sessions are opened when users or
applications establish a connection to a Content Server.

Users or applications can have multiple sessions open at the same time with one or more repositories.
The number of sessions that can be established for a given user or application is controlled by the
max_session_count entry in the dfc.properties file. The value of this entry is set to 10 by default

and can be reset.

For a web application, all sessions started by the application are counted towards the maximum.

Note: If the client application is running on a UNIX platform, the maximum number of sessions
possible is also limited by the number of descriptors set in the UNIX kernel.
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Session Implementation in DFC

This section describes how sessions are implemented within Documentum Foundation Classes
(DEC). DEC is the published and supported programming interface for accessing the functionality of
the Documentum platform.

In DEC, sessions are objects that implement a session, commonly the IDfSession interface. Each
session object gives a particular user access to a particular repository and the objects in that repository.

Obtaining a session

Typically, sessions are obtained from a session manager. A session manager is an object that
implements the IDfSessionManager interface. Session manager objects are obtained by calling

the newSessionManager method of the IDfClient interface. Obtaining sessions from the session
manager is the recommended way to obtain a session. This is especially true in web applications
because the enhanced resource management features provided by a session manager are most useful
in web applications.

By default, if an attempt to obtain a session fails, DFC automatically tries again. If the second attempt
fails, DFC tries to connect to another server if another is available. If no other server is available, the
client application receives an error message. You can configure the time interval between connection
attempts and the number of retries.

Each session has a session identifier in the format Sn where 7 is an integer equal to or greater than
zero. This identifier is used in trace file entries, to identify the session to which a particular entry
applies. Session identifiers are not used or accepted in DFC method calls.

Shared and private sessions

Repository sessions are either shared or private.

Shared ses